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In-line patching tutorial
with and without adding section

1. Target analysis

As usual we have to check the target executable in order to see if this is packed:

File: I = . - |- T/ Dr o o ]

e — -+ | SR I
Enkrypoint: | 00990001 EP Section: | .swpzl ﬂ
File Offset: | DO0B3401 First Bytes: |60,E,03,00 | > |
Linker Info: | 2,25 Subsystern: | Win3z GUI ﬂ

AsPack 2,12 - = Alexey Solodowvnikow

Multi Scan Task Viewer Qptions about | Exit |

[ Skay on top M ﬂ

Fig. 1 PEID scanning

Now we can use Stripper V2.07 final to unpack the target, manual unpack is also very simple
to do and will not cover in this tutorial because we are focused into the in-line patching theme.

About in-line patching we will cover two different techniques:

¢ In-line patching with adding a section
¢ In-line patching into the main code (without adding a section)

The first one is useful when you have a big size in patching or simply when you have not
enough space into the target to fit your patching code, this solution give flexibility into the
patching but have the drawback to target size increasing.

The last method keep the target size untouched and usually is useful for small patching.

All this things is developed with a real case packed with Aspack but the concept is more
general and can be applied also to other packer like UPX, ASProtect, Armadillo and so on.
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If you run the target SwatItPro.exe, we can see the EVALUATION text string and the trial
day counter into the top of the window:

ﬁkf"?‘lT_i_f:'_ GO

Fig. 2 Scan dialog.

Select also the update option and see the purchasing/registering button at the bottom:

Fig. 3 Update/registration dialog window.

If you try with a fake code like this one:

X

Register, Swat It Pro

Reqizstration Code
[1234567890

aFk | Cancel

Fig. 4 Fake code at the registration dialog.

And press the OK button.
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Yup we keep a thank you message box:

Information

\ir) Thank vou For registering Swat It Pro

Fig. 5

but no pain :-P really the target isn’t registered, the EVALUATION text and the day counter is
still present, also the registering button is untouched and if you restart the target again we
have the trial calculation and the EVALUATION text string inside the window.

2. Cracking stage (trial time defeating and registration)

In this section you can see some patching code, first about the trial limit defeating and finally
about the target registration, I'll not cover in great detail this steps because the purpose of
this tutorial is about in-line patching, but cracking is really simple.

As the first point we can search about the trial time expiration check, this one is easily to
found, simply load the target in OllyDbg and run it, when you get the main dialog go to the
OEP at 0x004C227C and perform a search about all referenced text string (right click) with
text EXPIRED:

Enter, text to search for §|

[EXPIRED ~|

[v Caze sensitive

[ Entire scope
ak | Cancel

Fig. 6 Text to search.

BE4E9351 | PUSH Swat ItFr.@8489904 |ASCII This ewaluation wersion of Swat It Pro has espirec

BE4E9IES | PUSH Swat [tPr. BO4B9AIS ASCII "button on the Update tab™

BE4B3055 | MOW ED, Swat ItPr. BE4E90A4 ASCII "EXFIRED™

BE4ES07E| MOU EDE, Swat ItPr. BE4B20E4 ASCII "Days Left: ™

BBa4E50F 3| MOY EDX, Swat [tFr. BB4EIESH ASCII "Software~Microsoft Windows CurrentUersion™~Run™
Fig. 7

Double click on the entry, you land in 0x004B9D55, scroll up a little into the code then place a
breakpoint into the 0x004B9CD8 address, with the following patch the trial time will be fixed to
30 days forever.
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- [CPU - main thread,

module SwatltPr]

@File View Debug  Plugins - Options — Window  Help

IJJJ Pl v i | o LIEM|T|wH|C|/|K|B|R|...|S| [

BE4E9029
HE4E902H

BE483020
BE4EI02F

PR = =Tt
Ll e W e Y B

Ba4B3032
GE4EE033
BR4BI0ZE
BE4B3027
Ba4E3022
BE4E3030
BE4EI048
Ba4B3043
BE4B3I042
Ba4e304[
AR4BRINAC
BE4EI04E

BE4B9053
BE4B3I055
Ba4E305A
BE4BI05F
BE4BI0C1
BE4BI004
Ba4BI0cE
BE4BI0CE
BE4BEI0SE
Ba4B307E
BE4B307S
Ba4E307A
BE4B307C
BE4E3070
BE4BI07E
BE4BE3I07F
BE4BI022
BE4BEI027
BE4EI0SH

BE4EI0IE

7T ES ZBIPORT IC

UL BSrELFR
ES ECSEFAFF

L5}
1ERRREFR

SBFEE
23ca

EE

&2 9E904BEE
[=C =15

54z 5928

ES SBFFFFFF
SBDE

BH H49D4BEB
. EZ EBLRACF4FF
.~ EB 19
» BDEE FC

SBC3

E2 S9F1F4FF

2B4D FC

SBCe

EA E4204EBE0
. EB 4ERFF4FF
» 33Ce

SR

59

=il

£4: 35210
. E2 9F304BEE
» SD45 FC

EG ZDACF4FF
".~ E9 ATASF4FF

CALL Swat [tPr.H04BEEES
FSUE GWORD FTR 051 [CFrESS]
CA Swat [tPr. AE4E2054

Swat ItPr. GE4E902
v BE4EIC0S

JE SHORT SwatItPr BE4E9026
CALL SwatItPr.@84B331C

HMOU ERX, EBX

PDP EBK

HDU EHK ERx
PLUSH

Hau EBP ESF
FUSH @

FUSH EBEX

FUSH ESI

MO ESI, ERK

WOR EHX, EAX

FUSH EEF

PUSH SwatItPr.BE4B9090
PUSH DWORD PTR FS: [EFAKI
HMOL DWORD FTR FS: [EAXI,ESP
CALL SwatItPr.B084B3C03

MOU EEX, ERX

TEST EER.EBH

JL SHORT Swat ItPr. BE4B9053
CHP EBX, 1E

MOW ERH,ESI

HMOU ED, Swat ItPr. BE4E90A4
CHALL SwatItPr.@8484010

JHMP SHORT Swat ItPr. @84B907A
LEA EDw,0OWORD PTR SS: [EBF-41
HMOL ER, EBR

CALL SwatItPr.B0483EF4

MO EC, OWORD PTR S5: [EEFP-41
MOW ER, ESI

HMOW EDE, Swat ItPr. BE4E20E4
CALL Swat[tPr.B0484C08

®OR ERX,ERX

FOP ED:

FOP ECH

FOF ECH

HMOU OWORD PTR FS: [EAHX],EDH
FUSH SwatItPe. 88483097

LEA EAX,DWORD PTR S3: [EEF-41
CHLL SwatItPr.884849EC

RETH

JHMF Swat ItFPr. 88484330

Fig. 8 Trial time patching.

As our final goal we can keep the target registered.

TRIAL TIME CRALCULATION

Checking residual trial daws

Trial time calculation

ASCII "EXFIRED™

EEX = residual trial daws

ASCII "Daws Left: ™
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This task is easily solved by a simple backtracing from the trial time checking

registration checking will be before the expiration checking and we have:

BE4EEEES
BESEEEDH
BE4EEEEF
9B4BERRS
HHABEBES
BE4EEEET

AEHARERES
BE4BERGC
BE4EEESD
BE4EEESF
BE4EEET 4
BE4BEETD
HA4BERTYR

BE4EEETC

AEADCoDod
HEgoo DD 1

Ba4BERSS
BE4BERSE
BA4BEESE
BE4BERSC
BE4BERSE
BE4BEE9S
BE4BERSS
BE4BEE9D
BE4BEESH
BE4BEROC
BE4BEEA]
BE4BEEAS
BE4BERAS
BE4BEEAL
BE4BEEAE
BE4BEEER

e = = = =]
nasoCcoos

BE4BEEES
HE4BERED
BE4BERCH
HE4BERCE
BE4BEECH
BE4BEBCE
BE4BEED4
BEa4BEEDT
BE4BEEDD
BE4BERDE
BE4BEEE]
BA4BEEES
BE4BERES
BA4BEREES

AR AnCRE
LaLS L =] =t e =y

BE4BEEED
BE4BEREE

e
BS BSEC4EGE
ES 4vEaF4FF
ECE

EA 610EEE6E6
SECS

ES S463F4FF
S045 F3

S

SBDS
B2 BSEC4BEQ
ES 2BE4F4FF

EQ

BBCE

ES DBSBF4FF
ZBCE

SECS

=12

ES S163F4FF
Al E85c4CEE
8B5S FC

o= =g el o i
Co 2o0oCr9rr

Al B45c4CEE
SEES F3

E2 4BEEF4FF
E2 REBIFFFF

EZ ALE3FFFF

» Al SEEe4CER

8330 Ba

74 BA

Al B4S5e4CEE
=gt

Fig

PUSH EBP
PUSH OWORD P
MOU DWORD FTR
ESI. 1

LEA ER:, OWORD
FUSH ERH
HMOW ED=,ESI

HaL ECH, ER-
OEC ECk

HOL ED¥, 1
HOL EfM,ESI

LER ERx, OWORD
FUSH ERX
Maw EDw, ESI

IMC ERX
PUSH ERX
Moy ERM,ESI

HMaL ECH, ERE
HaW ERx, ESI
FOF EDx

MoL ERx, OWORD
Moy EDw, DWORD

e pug et

Mow ERx, OWORD

Fdid EDX, DWORD

MOU ER:, DWORD
CHP OWORD PTR

MaW ERx, DWORD
CHFP DWORD FTR

HOR ERX, EAX

e s TR |

HLp L
TEST HL,HAL

FUoH oWatites.

TR _FS: [ERAKX]

CALL SwatItPr.

CALL SwatItPr.

CALL SwatItPr.

CALL SwatItFo.

CALL SwatItPr.
CALL SwatItPr.
CALL SwatItPr.

G BELHL

FS: [EAX],ESF

PTR S5:[EEP—41

MO ERX, Swat ItPr. B84EECES
CALL SwatItPr.

BE4E4FCA

Ba4a4EDC
FTR 55: [EBP-21

MO ERX, Swat ItPr. B64EECES
CALL SwatItPr.

BE4E4FCE

BE4E4CFC

BE4E4EDC
FTR D5:[4C5652]
FTR S5S5: [EEF-41

A A
IS EaSHLE

FTR DS: [4CEEE4]
FTR_55: [EBF-&]
BE4E4A16
BE4ESF FE
BE4ESFFE

PTR DS: [4CEEEE]
DS: [EAXI, 8

JE SHORT SwatItPir.B84EEEES

FTR DS: [4C56E41]
05: [ERK], O

JHE SHORT SwatItPr.B04BEBET

JE SHORT SwatItPr.B04BECIE

. 9 Registration patching

Flace HOP

Flace HOP

routine, the

Then restart the target with CTRL+F2 and when you reach the OEP simply apply this patches.
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YUP the target is still registered, look at the

update window:

Fig. 10 Update window after patching.

3. In-line patching with adding section

Now we can think to make a patching by using the in-line patching technique, first we've to
find the point related the OEP jumping, this is simple to found, place a breakpoint into the
VirtualAlloc API function, after some break and simple tracing with F8 we land in this

interesting code:

BEOSEIFE
BE09E37S
BE0EIFF
BE09E324
BE09E386
BE09E32
BE09E3EC
BE0E3SF
GE0SE395

BE0SAZIF
BEOSESHE
BE0SAZAE
BE0SEZA7
BE02AZ03
BEOSESAE
EE0SESEE
HEOEIED
BEOSESET

EH
BEOSEIER
BE02E3CE
BE0E3CE
BE09EICC
BE0E3C0
BE09EICE
BE02E204
BE028230A

e

2987

2385 49650008
E? 22FFFFFF
S9Es

5245 @c

2946 18

2306 14

SB9S 22648008
E2 EBFEFFFF
B2 vCZ2eCan

o]
G955 ASE3PEEE
2l

75 B2

EZ DlEE0Eas
CZ aCces

&2 vCZ24Cea
c32

SBES 2eB4@008
E?SD SBad40aEE

1]

FF35 498Faaaa
8935 SEOSBEEE
S0SS 47a4a868

OWORD PTR DS: [EDIT, EAX

DWORD PTR S5: [EBP+5491,4

Swat 1tPr. BEDYEZEE

DWORD PTR CS: CESII, EAX

OWORD PTR D5: [ESI+CI, EAX

DORD PTR DS: LESI+10], EAx

EDi, DWORD PTR SS: [EBP+422]

Swat ItPr. BE0SE2EE

ERY, BC227C

PLUSH_ER%

ADD EAR, DWOR

POP_ECH.

OR ECH

gggﬁgmnﬂn PTR SS: [EBF+3AS1, EAX
FHU

U2 SHORT Swat ItPr. BE09E3ER

MO EAK, 1

RETN 80

PUSH Swat[tPr.@04c227c

HDU ERX,OWORD PTR S55: [EBP+426]
LER EEX.DNDRD FTR 55: [EEP+43E]
FUSH ECX

FUSH ER:

CALL HEAR DWORD PTR S5: CEEF+F49]
MOU OWORD PTR S55: CEBP+5E551,ERR
LEA ERX,DOWORD FTR S55:[EEFP+447]

m OTD oo, FEDE A
U Fir ool lepr 3221

Scrive OEP in BB0O9G3EA

OEP=BE0783EA
RETH used as a jump to the OEP

Fig. 11 Code before reach the OEP.

after the RETN instruction we’re into the OEP:
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Piugins  Options  Window - Help

BE4CEEOF
BE4CE R
BOACE50T
BE4CZ2AF

ARACTIEA

BE4CZZES
£

BE4C220c
BE4C2200]

Well now restart the target with CTRL+F2 and press CTRL+G then

ER DCEEdCam
ES 1BCCFEFF
2pan ERCCdACOR MO
AL @4584CE8 | MOU

MO B

SBIE CBBI4BBB Hou

ES =2SDBFBFF
01 BACOACAR

e

HDU ED, SuatItPr BB4C22DCJ

CALL Swat ItPr.8847EECS

ECH,DWORD PTR 0OS:[4C555831

EQs, OWORO PTR DOS: CEQH]
AOD EVTE FTR DS: [EHX] AL
FUSH EEX

JA SHORT SwatItPr.B804Cz2348

FTR DS:[4C52841]

' PTR DS FEMMT

PTR DS E4BBICB]

. r.lr.l'-rr FZE4

SLEHAL, HL

Fig. 12 Code at OEP.

Enter, expression to follow

ASCII "Swat It Pro'

Swat ItPr. B84ERZEC

write the address

0D I03BF

This is the code:

[ e . - = 5 TR e, e
| Fiie Yiew Debug  Flugins - Options  Window  Help

BE09E27F

ARMSERToA
HUUFE oo

BE09E326
BE09E329
BEOSEZIEC
BE09E3EF
BE09EI9E
BE09E390
BE0O9EI9F
BE0EZHE
BE0SEIAG
BE0SEIAT
BE0EZHT
BE0E2HF
BE02EIEE
BE09EZEZ
BE0E2ET
BE0SEZER

BEOPESCE
BEOEICE
BEOAICC

o

4

BiX]| w1l i+

EG TeFFFFEF
5946 BC

5346 19

S3CE

Shoc 52040000
E9 EEFEFFFF
BE TL2EGCHE

=1

B335 220408688
59

HECY

2?85 ASE3EEEE
TE @3

B2 @laaaaas
CZ @caa

6% BEHEHREEE

C
SBES Z2eB48000
E?SD SBEa40aE

¥

JHP Swat [tPr. BE09E2ZEE

MOl MWnen BTE NS« TEST 1 B
T LAY Can Do LTl dp SH6

HMoL DWORD PTR DS: CESI+C],EAR
Haw DNDRD FTR DS:[ESI+1@1],ERX

HaL EDH DNDRD FTR SS [EEBP+4221
JHP Swst [tPr. BE09R3
HDU EHH BC227C

HDD EHX DWORD FTR 55: [EBP+4221

DR ECH ECH

MOY_DWORD PTR SS: CEEP+3H2], EAX
FOPAD

JHE SHDHT SwatItPr. BE0%E3EA
MOL ERE

RETH BC

FUSH &

RETH

MOW ERw, OWORD FTR 55: [EEF+426]
LEA EC,OWORD PTR S5: CEEF+43E1]
FUSH ECH

Fig. 14

4 M| =i LIE|MT| W

Now we can think to put the redirection to our patching code at the 0x00D903B0 address then
we can change the JNZ with a JMP to our cave code.
Writing the patch require also find some free space inside the target I choose to add a new
section and place the code into this new section.
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To add a section simply press ALT+M, now we can choose a section to use as a sample for the
new section that we will go to add later, if you search a useful free section with small size
(0x1000) is the .tls section, then double click into the highlighted section and dump all the
section to hard-disk.

SFHE, imports| In

e B e e e o e e e

m

Fig. 15 Redirection.

Now you should have a file namely SwatItPr_00CFB000.mem related to the dumped
memory section.
After that open PEditor and load the original (then the packed) target into it:

____________ : i L] oEE rebuiider
B Onnno400 Lharactenstics: |
Section Alignmeny, 100007000
Tables
File Alignment: 0000200 about
! oonz sechions directory ol

Il 1= L= a1}

Haold pour mouze on a edit box for more infos...

Fig. 16

Now press the sections button and scroll down in order to see the last section:

Section Table ¥iewer

Sechion Yirtual Size Yirtual Offset | Raw Size R aw Offset Characternistics | #
BSS Qoa3z000 QonCean Qo000 Q004e 200 Connon4n

.idata Qono3000 Q0aFa000 Q0001 oo Q004e 200 Connon4an

Bi: 00007 aaa Q02Fe 000 Qa0aoaoa 0o4ca00 Conna0an

rdata 00007 aaa Q0aFCaan Q0000200 Q0o4ca00 Connaaan

Treloc Q000 a0 Q0aFDo0o Qa0aoaoa Q004CA00 Connaaan

T3 0002a000 Q030e 000 0001 6400 Q004CA00 Connaaan

awp2] Qon0z000 Q0330000 Q0002400 Q0063400 Connon4an

.adata Q000 oo Q0333000 Qo000 Q00E5200 Cooooo40 w
< >
Do a right mouze click on a sectionnarme for more ophions.

Fig. 17

8
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Now right click and choose the copy a section from HD to EOF option:

[urARiE R}

g Qoo oo
.rdata 0007000
reloc Q000E Q00
Erc (uoga0a0n
awp2l Q0003000

[RIRIE L fnynil N}

poodeS00n

O0EFE 000 Qoo0ooon noo4cann

00grFCo00 0aa002a0 00g4ca00

0O02F0Da00n 00000000 0004Ca00
00308 Ol 0007 Ba O004cAn0
00550000 00002400 0063400

delete the section

edit section

conaao4a
conaao4a
COGo0040

e e

add a section

truncate ak the start of this section

cuskom Eruncate

Fig. 18 Select to add a new section from the end of file.

And select the previously dumped section:

Choose the section ...

Cercain: | I3 Swat It Professional

> & B ¥ E-

3

watItPr OOCFEOO0. rmem
=l SwatltPro21 patch_by ThunderPur . exe gtextimn.im

E aboutpro,dak SwatIkPro,bak
E] Contact Information. bxk C’ﬂ, swatitpro.bmp

Delsll isu iﬁlSwatItPrD.exe
=| License, bxk swakikpro,gsi

SwatIkPro, ssf

b

Home file:

Tipo file:

|SwatltPr_0OCFBO00.mern

| all files

_ﬂ Annulla

Fig. 19 Load the new section to add.

And press Yes in order to update the PE Header:

SwwatIkPr OOCFED00.mem was copied successFully o the end of the File !
(iOffset: 000658000 Size: 00001000R)
Should I write the new section into the PE Header 7

Fig. 20 Confirm the PE Header changing.

9
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Now take a look again into the section viewer:

Section Table Yiewer

Sechion Wirtual Size Yirtual Offset | Raw Size Raw Offzet Characteristics | &
.idata Q0003000 Q0aFano0 Q000 aao Qon4gann Connon40
g Q0001 aoo Q02Fe 000 Qonaaaan Qon4cann Connoo4n
rdata Q000 aoa Q02FCaan Q00a0zan a004cann Connaoan
Treloc Q000E 00 Q02FDo0o Q00aaaan Q004CA00 Connaoan
[ Q00aa000 Q030000 Q001eA00 Q004CAD0 Connaoan
awp2l Q0002000 0330000 Q0002400 Q0063400 Connaoan
.adata Q0001 aoo Q0332000 Qonanaan Q00sSE00 Co00oo40 3
SwatltPr Q0001 aoo Q0334000 Q000 aoo Q00e5a00 Connon4n h
S |
Do a right mouse click on a zectionname for more options.

Fig. 21 The new section added

A new section namely SwatltPr was successfully added with size of 0x1000, now we can
perform a cosmetics work and rename the new section with a better name like InLine. Simply
select the new section and right click then choose the edit section option:

Edit Section: SwatItPr

Current Walues Mew Walues

; apply changes

M arne: SwatltPr e InLine

do nothing
Yirtuel Size: DL Wirtuel Size; 00od1 000
Vituel Offzet 10004000 Vituel Offiset, | 00934000
HEW SiZE' I:":":":” DDD HEW SiZE: |:||:||:||:|1 DDD
Faw Offzet: DACES 00 Faw offset: 000E5E00
Characteristics: CH0000:0 Characteristics: | -0000040 char. wizard

Ta madify a value just change it in the nght box and click on apply changes.

Fig. 22 Change the section name.

After changing the section name simply press the apply changes button:

\l‘) File succsessfully updated |

Fig. 23

press OK.

10
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Before test the target we have to perform a last operation related the target rebuilding, to do
that simply press the rebuilder button into the PEditor main window and sure about this
settings:

Rebuilder X
—Optionz 1 oo
[ wipe relocation section
[ realign file
e e
{":'
[ rebuild Irnpart T able
= reb \d [rpork

cancel

~Fesul

% rebuld (e

v make PE Header win nt/2k compatible

Fig. 24 Rebuilder window

Press DO:

®

Rebuilder
- Options 1 Do cancel
[~ wipe relocation section
[ realign file
ik s
g
[ rebuild Impart T able -+ Dane
" rebuild [mpoart Table
'I:"-:‘ refuid fewir arL =.-"_":_:i'-_'
v make PE Header win nt/2k compatible

Result

-» The PE Header wasz optimized far win nt/2k ;]

Fig. 25 Rebuilder window

In order to check our work until this point close the PEditor and run the rebuilded target with
the new section added:

eft: 29 F r~

=tartup  Connections  Settings Update m
ARE YOU BEING CONSTANTLY HIT WITH

If you answered yes to the above question, you can solve

this problem in just 2 minutes when downloading our Spam
spams.
e Pro version

Fig. 26 Main screen after adding a new section.

11
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Yup the target run right, this means no CRC control about our new section then we can go
straight to the next section related to the injected code.

Load the target in OllyDbg and press ALT+M:

GEZEARAE | PRAEZEEE

nm:

fria bt

UUHUJUUU 5

L5 7o

mmmmminmnm

UUHUIUUU 5

i

Fig. 27 The new section added at the target

First we have to write the patching code, that simply is:

@File Vigw E;E;; Plugins - Options  Window - Help

Biex| »in| v 4] ] +f o]E[m]

BE0a4EEE FUSHAD
Ba0a4aE1 FUSHFD
Bana4aE2 SG:E?EE SFEE4EI MOV WORD PTR DS:[C4EEBEF], 985G
EE094E0E|  e6: CPEE ESEB4BI MOV WORD FTR DS: [4BEBES], 9898

HEDI4E14 S0 FOFPED

BA0I4E15 &1 FOPAD

BEOD4E]LE &2 BAEI09EE PUSH SwatItPr.B00962EA
BEOS4E1E cz RETH

BEOS4E1C BEEE AOD EYTE FTR DS:[ERX].AL
BA034A1E jalalals) aon BYTE PTR DS:CERXI. AL
BAOD4E28 BEEE AOD EYTE FTR DS:[ERXI,AL

Fig. 28 Patching code.

This code save the registers and the flag before make the patch then the patch of figure 9 will
be applied and finally the flag and the registers is restored (really we don’t have to do this
work because our patching don’t need the use of register but if we think in a more general way
this is a clean and safe method to inject some code without get side effects), then we have to
return into the main code and this is performed by pushing into the stack the return address
and then using a RETN instruction like a JMP instruction.

From the main code we have to redirect execution to our patch cave:

- [CPU - main thread, module SwatltPr]

[C]| Fiie view Debug Plugins | ©ptians - Windaw  Help

Blx| win] s+ L] 4 o L|E[M|T|W/H|C|/|K[B|R]|..

HEDSEZEE| - E? 4B2CHEEA JMP Swat ITtPr, BE024688 Redirection to our cave
HEOEIEE L) HAOF

BEOYEIEE LS| HOF

BEOYEIET Cz2 @caa RETH @

HEOSESER 55 BEEGESEE PUSH 5]

BEO9E3EF c3 ETH Jump to the OEP

BE0EICH SB2E 2e04EE8E HDU ERX, OWORD PTR 55: [EBP+4241]
BEOASCE 5050 3EB4@008 | LEA ECH, DWORD PTR S55: [EEF+43E]

________ Fig. 29 Redirection to our cave.

Again we can restore the original code at the redirection, but really in this target this isn't
important because we don’t have any CRC or similar integrity check then we can simply return
after the redirection.
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Now save all the patching and test the target:

ssion=l Scan  Pro startup Connections

i_|

ARE YOU BEING CONSTANTLY HIT WITH

If you answered yes to the above question, you can solve
this problem in just 2 minutes when downloading our Spam
Slammer free tool to block these spams.

Statiup Connections  Setings il Abot

Fig. 31 Update window after in-line patching.

Job done!
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4. In-line patching without need to adding a new section

Another approach is about searching available space for our patching cave inside the
executable without need to add a new section, this keep unchanged the file size (just the size,
CRC will change of course like to the adding section method).

To search free space inside the target we can use the ToPo tools:

# ToPo v1.2 by MrCrimson/[WkT!2000] =3

Select file...

Bytez to be added: — Scan [w Backup file
Ii + Al sections [ Redirect Entrypoint

(" Ewec only [ Make code writable
Reszult:

Help Ahbout

Ext |

Fig. 32

Press Open:

&l sections in File will be scanned. ..

annulla

Fig. 33

Press OK and pick the file to scan:

Motice E|
Select mode

You can add up to 487 bytes inside an existing section
without chanaing file size.

Chooge what you want me to do:

{+ ilse an existing section [file size unchangedf

(" Create a new zection [file size increased)

Ok

Fig. 34
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& ToPo v1.2 by MrCrimson/[WkT! 20007

Select file...

Butez to be added: [ Scan

[ B BB ey
N - 110 ¢

[ | i+ Allsections

[v Backup file
[ Redirect Entrypoint

(— Ewxec only [ Make code writable
Result: | !
| ——
Help | About |
! FKH !
i i i
Fig. 35

We need a space for a patch of 112 bytes in length and we can perform this search this into

the Executable section only:

& ToPo v1.2 by MrCrimson/WkT! 2000]

Select file...

Butez to be added: [ Scan
,11‘2— " All zections
(* Exec only

Rezuilt:

Open _m

o]

[ HedlrectEntr_l,lpu:unt
[ Make code writable

| F": It |
|I.

Help | About

| E xit |
] ]

Fig. 36 Cave option

press the Do it! button:

& ToPo v1.2 by MrCrimson/WkT! 2000]

=13

 Select file... -
|Seleu:t afile...
Bytes to be added: — Scan
" Al sections
iz
{* Euec only
Result;
112 bytes added at:
-mermony addresz:  00CFCO1 9k
file: offzat; Q004281 3k

[~ Backupfile
[ Rediect Entrepoint
[ Make code writable

Help About

Ext |

Fig. 37 Cave offset.

From ToPo we have that our cave can start from Ox00CFC019 and may be 112 bytes in length.
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Close ToPo and load the packed executable in OllyDbg and go to the address 0xO0CFC019 and
write the patching code:

| BE0ZESEE| - EF aFburert | iiE SwatitFr.S8lroeie | UMD B0 oW patch cave
annaaobc [=Tr] HAD
| 820983E5, 98 | MO i
ga0sEsEs| 98 | HOP I
nnnnnnnnnnnnnnnnnnnnn
prmpsasnr o s Maa |RETN !
GBEDSEZER| &2 ADDBOHAG PUSH @ i
| GE05ESEF|  C32 | RETH i

Fig. 39 Redirection to our patching cave.

Job done!

5. Conclusion

I hope this can be useful to learn something about in-line patching and how this can be made
by adding a section or simply by searching some free space into the original packed executable
and finally, of course, this tutorial show how you can in-line ASPack packed target.

Remember also the main things:

If you like this software you have to BUY IT or simply uninstall it after expiration.
This tutorial are used for educational purposes only.

6. Greetings

Thanks to the whole ARTeam:

[Nilrem] [JDog45] [Shub - Nigurrath] [MaDMAnNn_H3rCul3s] [Ferrari]
[Kruger] [Teerayoot] [R@dier] [ThunderPwr] [Eggi] [EJ12N]
[Gabri3l][Stickman 373] [Bone Enterprise] [JohnWho] [Condzero]

Thanks to all the people who take time to write tutorials.
Thanks to all the people who continue to develop better tools.
Thanks to Exetools, Woodmann, SND, TSRH, MP2K and all the others for being a great place of learning.
Thanks also to The Codebreakers Journal, and the Anticrack forum.

As usual, if you have any suggestions, comments or corrections feel free to contact me in
usual places.

Byez
ThunderPwr
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